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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHUA 110 B3AMMO/JEHCTBHUIO
U MEPAM JOBEPUA B ABUH

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and, with the
reference to its Note Verbal No. NCT/ICT/267 dated 4 March
2024, has the honor to convey herewith an updated draft
Concept paper and plan of implementation of the CICA
Confidence building measure “Security of and in the use of
ICTs” for 2024-2025, prepared by the Russian Federation and
the People’s Republic of China.

The Secretariat kindly requests Member States to study
the updated Draft. Should there be no further comments and
suggestions before 7 June 2024, the document will be
submitted for CICA SWG consideration.

The Secretariat avails itself of this opportunity to renew
to the CICA Member States the assurances of its highest
consideration.

Astana, 20 May 2024

A
BA - 45~
> Yo

MEMBER STATES

OF THE CONFERENCE ON INTERACTION AND
CONFIDENCE BUILDING MEASURES IN ASIA



CICA

Ne NCT/ICT/623

IIpunoxcenue:
YNOMSIHymoe,
Ha 2 /.

SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHUA 110 B3AMMO/JEHCTBHUIO
U MEPAM JOBEPUA B ABUH

CexkpetapuaT CoBelllaHMS 0 B3aUMOJEUCTBUIO U MepaM
nosepus B Asuu (CBM/IA) cBuZeTe/bCTBYET CBOE YBaXKeHHe
rocyaapcrtBamMm-4ieHaMm CBM/JIA u, ccbliasicb Ha CBOK HOTY
Ne NCT/ICT/267 ot 4 w™apra 2024, wuMeeT 4ecCTb
NpPEeNpPoOBOAUTL OOHOBJIEHHBbIM NMpoeKT KoHuenuuud v mnJjaHa
peanusauuu Mepsl goBepuss CBM/JIA «besonacHocTh B cdepe
ucnosib3oBaHusds UKT u camux UKT» Ha mepuog 2024-2025
rofloB, MNOAroTOBJeHHbIM Poccuiickon ®denepauuend u
KuTanckoit HapogHoi Peciy6inKoM.

CekpeTapuaT Jil06e3HO NPOCHAT TOCYyJapCTBa-4JeHbI
M3Y4YUTb OOHOBJIEHHBIH NPOEKT. B ciydyae oTCyTCTBUS HOBBIX
KOMMEHTapHEB U COOOpaXkeHUH B Cpok A0 7 utoHsa 2024 roga
JIOKyMeHT Oy/ieT HalpaBJieH Ha paccmoTpeHue CPT' CBM/IA.

CekpeTapuar MoJib3yeTcs cjaydaeM, YToObl BO30OHOBHUTh
rocypapcrtBam-uieHaMm CBM/IA yBepeHHsi B CBOEM BeCbMa
BbICOKOM YBaXKEHHH.

ActaHa, 20 masa 2024 roza

TrOCYJAPCTBA-YIEHBI
COBEIIAHMS 10 B3AUMO/AEHCTBHUIO U
MEPAM /IOBEPHA B A3UH
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Asvdaparbl e3apa iC-KUMbLJI JK9He CeHiM IiapaJjaphbl
keHeciHiH (A3us KeHeciniH) XaTibLibiFbl A3usi KeHeciHe Mylie
MeMJIEKeTTepre 63iHiH 30p IiATUNATBIH Oinjipesi >koHe
2024 xbuirpl 4 Haypwizgarbl Ne NCT/ICT/267 Bepb6anibl
HOTacbIHA CiJiTeMe kacad OoThIpbil, Peceit Penepanuscbl MeH
KbiTait Xanblk Pecnybaukacel pganbiHgaraH 2024-2025
blLigapra apHaiarad «AKT nmavganany Kayincisgiri xkeHe AKT
Kayilnci3airi» KaHapTbLIFAaH TYXbIpbIMJaMacbkl MeH A3ud
KeHeciHiH  aTasfaH CeHIM 1apacblH JKy3ere  achbIpy
YKOCITapbIHBIH, »K00aChIH XX0J11ay /bl 63iHe MopTebe caHal/Ibl.

XaTWbUIBIK  Mylle MeMJIEKeTTepJeH J>KaHapTblIFaH
»ko6aHbl KapayAbl cypaibl. 2024 XblIFbl 7 MaycCbIMFa JeuiH
»KaHa TYCiHIKTeMesilep MeH YCBIHBICTAp TYCIlereH »Xarjaunja
Ky>kaT A3us KeHeci ApHayJibl >KyMbIC TOOBIHBIH KapayblHa
»KibepisieTiH 601apbl.

XaTWbLIBIK OCbl MYMKIHZIKTI ManWzanaHa OThIpbIN, A3us
KeHeciHe Myllle MeMJieKeTTepTre 63iHiH 30p iJITUIATBIH TaFbl [a
pacTrau/ibl.

AcTtana KaJsiachl, 2024 xblirbl 20 MaMbIp

ABUANAFDBI 63APA IC-KUMbIJI 2KOHE

CEHIM IIAPAJIAPBI KEHECIHE
MYLIE MEMJIEKETTEP
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Concept paper and plan of implementation of the CICA confidence-building
measure "Security of and in the use of ICTs" for 2024-2025

1. Background

There is an increasing urgency of taking necessary joint measures by the
Conference on Interaction and Confidence Building Measures in Asia (CICA)
Member States to shape a peaceful and secure ICT environment, reduce risks of
conflicts stemming from ICT-related incidents, and exchange experience and best
practices in this area.

The issue of security of and in the use of ICTs was enshrined in the CICA
Catalogue of Confidence Building Measures, adopted at the CICA Ministerial
meeting (Nur-Sultan, 11-12 October 2021).

During the meeting of the CICA Senior Officials Committee (SOC; online,
8 December 2021), Russia was approved as the coordinator, and China as the co—
coordinator of the abovementioned confidence-building measure for 2022-2023.

At the SOC regular meeting (Astana, 22 August 2023), the Russian-Chinese
coordinatorship was extended until the end of 2025.

During the period 2022-2023, important political and practical results have
been achieved through the joint efforts of CICA Member States. The CICA
leaders’ Statement on Cooperation in the field of Security of and in the Use
of ICTs was adopted (Astana, 13 October 2022), enshrining the main approaches
to the theme. Russia held online workshops “Sustainable and Secure Development
of the Internet” (24 August 2022) and “Digital Forensics” (2-3 October 2023).

2. Objectives of the confidence-building measure

This confidence-building measure is aimed at developing interaction and
strengthening cooperation between the CICA Member States on a wide range of
issues of ensuring security of and in the use of ICTs, including:

a)  Promoting open, secure, accessible and peaceful ICT environment in

Asia on the basis of mutual respect, strengthening contacts and exchanges,
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deepening dialogue and cooperation, fighting against threats resulting from the
malicious use of ICTs.

b)  Promoting dialogue on confidence-building, stability and risk
reduction in the field of security of and in the use of ICTs among CICA Member
States.

c)  Recognizing the importance of peaceful use of ICTs by reducing
misunderstanding between the CICA Member States, promoting trust and
confidence.

d)  Sharing information, best practices and raising awareness in the field
of security of and in the use of ICTs to address the threats stemming from the use
of ICTs.

e) Improving cooperation to respond to the criminal use of ICTs based
on an internationally agreed legal framework.

3. Implementation of the confidence-building measure

The CICA Member States shall, on a voluntarily basis, share their
approaches and experience, as well as concerns related to security of and in the use
of ICTs and enhancing the resilience of Internet connectivity.

4. Proposed initiatives

1. Workshop on exchanging experience in the field of countering the use of
ICTs for criminal purposes;

2. Workshop on raising awareness in the field of security of and in the use of

ICTs to counter threats in this area.



