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CEKPETAPUAT COBEHIAHHUA 110 B3AUMO/IEMCTBHUIO
U MEPAM J1IO0BEPHUA B ASUH

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the Embassies of the CICA Member States
in Ankara, Beijing, Moscow and Nur-Sultan and has the
honour to convey the enclosed Concept Paper with regard
to the Seminar “Prospects of Cooperation in the area of
Cyber Security among CICA Member States”, which will be
organised by the Republic of Kazakhstan on November 11,
2021 within the CICA Plan on Implementation of
Confidence Building Measures in 2021.

The Secretariat avails itself of this opportunity to
renew to the Embassies of the CICA Member States the
assurances of its highest consideration.

Nur-Sultan, 27 April 2021
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EMBASSIES OF CICA MEMBER STATES
Ankara, Beijing, Moscow, Nur-Sultan
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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEHIAHHUA 110 B3AUMO/IEMCTBHUIO
U MEPAM J1IO0BEPHUA B ASUH

Cexkperapuatr CoBelaHUS MO B3aUMOJEUCTBUIO U
MepaMm fgoBepus B Azuu (CBM/ZIA) cBUAeTenbCTBYeT CBOe
yBaKeHHe TMO0COoJbCTBaM rocyaapctB-yieHoB CBM/JA B
Ankape, MockBe, Hyp-Cynrtane, [lekuHe ¥ uMeeT 4ecCTb
IpenpoBOAUTL NPUJAraeMyr0 KOHLENLMIO 110 IPOBELEeHHUI0
cemuHapa «llepcrieKTUBBI COTpyJHUYECTBA TOCYLAPCTB-
yieHoB CBMJZIA B cdepe kubep6e30macHOCTU», KOTOPbIN
oyzneT npoBoauTbcsa Pecny6saukoit Kazaxctan 11 Hos6ps
2021 ropa B pamkax Ilnmana CBMJIA no peanusanud Mep
foBepud Ha 2021 rog,.

Cekperapuar N0JIb3YETCH c/y4yaem, YTOOBI
BO30OHOBUTH MOCOJIbCTBAM TrocyaapcTB-yjieHoB CBM/IA
yBEpEHUA B CBOEM BbICOKOM YBaXKEHUHU.

ropoa Hyp-Cyaran, 27 anpensa 2021 ropa

MMOCOJIbCTBATOCYZAAPCTB-YJIEHOB CBMJIA
ropoga Aukapa, MockBa, Hyp-CynraH, [lekun



Concept Paper
of Seminar “Prospects of Cooperation in the area of Cyber Security
among CICA Member States”

Introduction

Today the computerisation has become a global phenomenon
controlling the vital activities of international community of states as a
whole. The information technologies have been widely applied in
maintaining national, military, economic and social security.

One of crucial implications of the global computerisation has been
the emergence of a brand new field — cyberspace that significantly
supports the world economy, civil infrastructure and national security.

In this context, the need to enhance the cooperation among CICA
Member States, aimed at establishment of a well-balanced international
cyber-security system resistant to the current threats, is particularly
relevant.

Subject: “Prospects of Cooperation in the area of Cyber Security
among CICA Member States”.

Objectives: discussion, exchange of experiences and best
practices in the area of cyber security.

Date: 11 November 2021.
Format: online.

Host: Ministry of Digital Development, Innovations and Aerospace
Industry of the Republic of Kazakhstan.

The CICA Member States’ participants: representatives of
interested state bodies and IT companies of CICA Member States.

Iltems to be discussed:

1) Future of cyber security — challenges and opportunities for
CICA Member States;

2) Strategic aspects of cyber security and combating the cyber-
crime threat in Asia;

3) Prospects of cooperation among CICA Member States in the
area of cyber and information security;



4) New approaches and methods for maintaining information
security throughout the CICA space;

5) Cyber security and artificial intelligence;

6) Elaboration of plan/program on cooperation in the area of
cyber security.

Expected outcomes:

The interaction will result in exchange of views and discussion of
modern technology approaches and solutions, designed to ensure
information security in the context of rapid integration of IT technologies.

The collaboration of the CICA Member States in the area of cyber
security will reflect positively in tackling cyber threats both regionally and
globally.

Working languages: English, Russian (simultaneous interpreting).



KoHuenuua npoBeaeHus
CemuHapa «llepcnekTuBbl COTPyAHUYECTBa
rocyaapctB-uneHoB CBMIA B cihepe kKnbepbesonacHoCcTn»

BBepeHue

mobanbHass uWHdoOpMaTM3aumMa B HACTOsLLEEe BpPeEMS aKTMBHO
ynpaBnsieT CyLeCTBOBaHMEM W KU3HEOEATENbHOCTLH  rocyapcTB
MUpoBoro  coobuwiectea. HMpOpMAUMOHHbIE  TEXHOMOMMM  aKTUBHO
NPUMEHSIOTCS NPU peLlleHnn 3agay obecrnevyeHnsa HaumMoHanbHOW, BOEHHON,
9KOHOMWYECKON, a Takke obLLecTBEHHOW 6e30nacHOCTH.

OgHum  n3  yHOamMeHTanbHbIX  nocneacteunM  rrobanbHOn
MHdopMaTn3aLMn ctano BO3HMKHOBEHME MPUHLMNWANbLHO HOBOW cpedbl —
KnbepnpocTpaHCcTBa, KOTOPOoe obecneymBaeT BaXkHy0 Noa4EePKKY MUPOBON
3KOHOMMUKM, rpaXxgaHCKou MHQPACTPYKTYpPbI n HaLMOHaNbHOM
6esonacHocTw.

Ha atom doHe ocobyk akTyanbHOCTb npuobpeTaeT yKpenreHue
coTpygHuyectBa ctpaH CBMIOA B uendax cos3gaHna afekBaTHOM
COBPEMEHHbLIM Yrpo3am MeXxayHapoaHOM cuctembl KnbepbesonacHoCTH.

Tema cemuHapa: «[lepcnekTMBbl COTpPyAHUYECTBA [rOCydapCTB-
ynieHoB CBM[A B chepe knbepbesonacHOCTUY.

Lenn meponpuaTtus:
O6cyxaeHne, obMeH OnNbITOM M MNepedoBON MNpakTukonm B cdepe
KnbepbesonacHoCTu.

Harta cemuHapa: 11 Hos6pa 2021 r.
dopmaT MeponpUATUA: OHNANH.

OpraHusatop cemuHapa: MuHUCTEPCTBO UMEPPOBOro pasBUTUSA,
WHHOBAaLMI 1 a3POKOCMMYECKON NPOMBbILLNIEHHOCTUN Pecnybnuku KasaxcTtaH.

YyactHUKM oOT rocyaapctB-uneHoB CBMOA: npegcrasutenu
3aMHTEepeCcoBaHHbIX  FOCYdapCTBEHHbIX opraHoB U |T-yypexageHuu
rocygapcte-yneHos CBM[IA.

MnaHupyembl Bonpocbl Ans o6cyxaeHus:

1) byaywee knbepbe3onacHOCTU — BbI3OBbI M BO3MOXHOCTU AiS
ctpaH CBM[A.

2) Crparternyeckne acnektbl kubepbesonacHoctn u 6opbbbl C
KnbepnpecTtynHocTbto B A3nn.

3) lNepcnekTuBbl pasBUTUS COTPYAHMYECTBA [OCYy4apCTB-YNIEHOB
CBM[A B cdepax kndep- n nudopmaumoHHONn 6e3onacHoOCTH.
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4) Hosble noaxoabl 1 pewenus no obecneyvyeHnto MHHOOPMaLMOHHON
B6e3onacHocTn B rocygapctBax-dneHax CBMOA.

5) KnbepbesonacHOCTb N UCKYCCTBEHHbLIN UHTENIIEKT.

6) PaspaboTka nnaHa/nporpaMmbl COTpyAHWYecTBa B cepe
KnbepbesonacHocTu.

Oxupaemble pe3ynbTaTbl OT MEPONPUATUA:

B3aumopenctene B JaHHOM HanpasrieHMM MO3BONUT OOMEHATbCS
MHEHUAMM U 06CYyaUTb COBPEMEHHbIE TEXHOMOrnm4yeckme noaxonbl U
peweHnd, cnocobHble obecrneuntb MHGPOPMAUMOHHYKD ©e30nacHOCTb B
YCNOBUAX CTPEMUTESIbHON MHTErpauum IT-TexHonorun.

CoTpyaHn4ecTBoO rocyapCTB-4SIEHOB CBMIA B chepe
Knbepbe3onacHOCTM NOSTOXUTESNBbHO OTpasnTcsa B bopbbe ¢ knbepyrposamm
Ha pernoHanbHOM M rnobanbHOM YPOBHSIX.

A3bIKM MEPONPUATUA: aHTTIMNCKUIA, PYCCKUN (CUHXPOHHBIU rnepeeso0).
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