SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

C/ ) CEKPETAPUAT COBEIIAHHA 110 B3AMMO/JIEHCTBHUIO

CICA U MEPAM JOBEPUA B ABUH

Ne 13-1/525

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and, in addition to the
Secretariat’s Note No. 13-1/231emb dated 27 April 2021, has
Enclosure: as the honour to inform the following.
stated, on 2 p. At the initiative of the Republic of Kazakhstan, a seminar
on Prospects of Cooperation in the Area of Cybersecurity among
CICA Member States will be held online on 18 November 2021.
The Secretariat avails itself of this opportunity to renew to
the CICA Member States the assurances of its highest
consideration.

Nur-Sultan, 23 August 2021
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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHHA 110 B3AMMO/JIEHCTBHUIO
U MEPAM JOBEPUA B ABUH

Cekperapuatr CoBeljaHUA 0[O0 B3aUMOJEUCTBUIO U
MepaM joBepus B Asuu (CBM/IA) cBUIETeNbCTBYET CBOE
yBaXKeHue rocygapcrsaMm-dieHaM CBM/IA u B fonosiHeHMe K
HoTe N213-1/231emb ot 27 anpens 2021 roga umeeT 4eCcTb
COOOIIMTD CleAyIoLIee.

[lo vHunuatuBe Pecnyo6snku KasaxcTtaH ceMuHap
«llepcnekmugbl ~ compydHuvyecmea  20cy0apcme-4/1eHo8
CBM/IA e cgepe kubepbesonacHocmu» O6yAeT NPOBOAUTHCA
18 Hos16pa 2021 roaa B oHJialiH-doOpMaTe.

CekpeTrapuar [0JIb3YeTCs cJly4yaem, YTOOBI
BO30OHOBUTH rocygapcrBaM-dieHam CBM/IA yBepeHus B
CBOEM BBICOKOM YBaXKEHHUH.

ropoJ Hyp-CyuaraHn, 23 aBrycra 2021 roaa

_—

roCYZAAPCTBA-YJIEHBI

COBELLIIAHMA 110 B3AUMOJEUCTBHIO U
MEPAM /IOBEPUA B A3UU



Kocvimwa: amaaraH,
2n.

betipecmu ayoapma

Asuvdaparel e3apa iC-KUMbLI K9He CeHIiM IlapaJiapbl
keHeciHiH  (AOCIIK) Xartwsbuibirsl  AOGCIHIK  mymwe
MeMJIeKeTTepiHe ©3iHiH 30p IITUNATBIH Oijjipe OTBIPHII,
2021 xblirbl 27 coayipgeri Ne13-1/231emb HoTackiHa
KOCBIMIIIa MbIHaJIap/ibl XabapJiay KypMeTiHe ve 60J1a/pbl.

KasakctaH Pecny6yiMKacbhiHbIH, 6acTamMachl OOMbIHILA
«AOClLIK-ke mywe memaekemmepdiy Kubepkayincizdik
€a/acblHOAFbl bIHMbIMAKMACMbBIFbIHbIH NEPCNEKMUBAIADbI»
cemuHapbl 2021 xkblaFbl 18 Kapamaaa oHsanH-GopMaTTa
OTKi3iseTiH 60oJ1abl.

XaTWbLIBIK OCbl MYMKIHAIKTI MaWajaHa OTbIpPHIII,
AOCIIK wMyiie MemJieKeTTepiHiHe ©63iHiIH 30p iIJITUNATBIH
TaFrbl [ja pacTanjbl.

Hyp-Cysitan Kasacel, 2021 Xblifbl 23 TaMbI3

ASUAAAFDBI 63APA IC-KUMbIJI ’KOHE
CEHIM IIAPAJIAPBI KEHECIHIH MYILIE
MEMJIEKETTEPI



Concept Paper
of Seminar “Prospects of Cooperation in the area of Cyber Security
among CICA Member States”

Introduction

Today the computerisation has become a global phenomenon
controlling the vital activities of international community of states as a
whole. The information technologies have been widely applied in
maintaining national, military, economic and social security.

One of crucial implications of the global computerisation has been the
emergence of a brand new field — cyberspace that significantly supports
the world economy, civil infrastructure and national security.

In this context, the need to enhance the cooperation among CICA
Member States, aimed at establishment of a well-balanced international
cyber-security system resistant to the current threats, is particularly
relevant.

Subject: “Prospects of Cooperation in the area of Cyber Security
among CICA Member States”.

Date: 18 November 2021.
Format: online.

Host: Ministry of Digital Development, Innovations and Aerospace
Industry of the Republic of Kazakhstan.

The CICA Member States’ participants: representatives of
interested state bodies and IT companies of CICA Member States.

Objectives: discussion, exchange of experiences and best practices
in the area of cyber security.

Items to be discussed:

1) Future of cyber security — challenges and opportunities for CICA
Member States;

2) Strategic aspects of cyber security and combating the cyber-
crime threat in Asia;



3) Prospects of cooperation among CICA Member States in the
area of cyber and information security;

4) New approaches and methods for maintaining information
security throughout the CICA space;

5) Cyber security and artificial intelligence;

6) Elaboration of plan/program on cooperation in the area of cyber
security.

Expected outcomes:

The interaction will result in exchange of views and discussion of
modern technology approaches and solutions, designed to ensure
information security in the context of rapid integration of IT technologies.

The collaboration of the CICA Member States in the area of cyber
security will reflect positively in tackling cyber threats both regionally and
globally.

Working languages: English, Russian (simultaneous interpreting).




KOHUENMUUA
CemuHapa «lepcnekTuBbl COTpyAHUYECTBA
rocyaapctB-yneHoB CBMIA B o6nactu knbepbesonacHOCTU»

BBepeHue

mobanbHass uWHdoOpMaTM3aumMa B HACTOsLLEe BpeEMS aKTMBHO
ynpaBnsieT CyLWeCTBOBAHUEM W XU3HEOEATENbHOCTbIO  rocydapcTB
MupoBoro coobuwiectBa. WMHGoOpMaUMOHHbIE  TEXHOSIOMMU  aKTUBHO
NPUMEHSAKTCA nNpu  peweHnn 3agady  obecrnevyeHns  HauMOHarbHOW,
BOEHHOWN, 9KOHOMNYECKON, a Takke obLiecTBeHHOW 6e30nacHOCTH.

OgHum  n3  byHOamMeHTanbHbIX  NocneacTeunM  rrnobanbHOn
nHopmaTmnzaunm crtano BO3HUKHOBEHME MNPUHLUMNNANBHO HOBOW cpeabl—
KnbepnpocTpaHCcTBa, KOTOPOoe obecneymBaeT BaXHyH NoA4EPKKY MUPOBOWN
9KOHOMMUKM, rpaXxgaHCKou MHQPACTPYKTYpPbI n HaLMOHaNbHON
6esonacHocTw.

Ha atoM doHe ocobyk akTyanbHOCTb MNpuobpeTaeT yKpenneHue
coTpyagHuyectBa cTtpaH CBMIOA B uenax cos3gaHna agekBaTHOW
COBPEMEHHbLIM Yyrpo3amMm MeXayHapogHOM cucTeMbl KnbepbesonacHoCTMw.

Tema CemuHapa: «[llepcrnekTuBbl cOTpygHMYecTBa rocydapcTs-
yneHoB CBMJIA B cdepe knbepbesonacHOCTU».

Hata: 18 Hosa6ps 2021 roga

Popmat mMeponpuUATUA: OHNANH.

OpraHunsatop cemuHapa: MuHUCTEPCTBO UMUEPPOBOro pasBUTUSA,
WHHOBaLUMA M ad3POKOCMWUYECKOM  MNPOMbIWMEHHOCTM  Pecnybnuku
KasaxcTaH.

YyactHUKM oOT rocyaapcTtB-uneHoB CBMOA: npegcraButenu
3aMHTEepeCcoBaHHbIX  FOCYyJapCTBEHHbIX opraHoB U |T-yypexageHuu
rocygapcte-yneHos CBMIA.

Llenn meponpuaTtus:

O6cyxaeHne, obmeH OMbITOM U NepenoBOM MPaKTUKOM B obnacTtu

KnbepbesonacHoCTH.

NMnaHupyemMble BONpoChl ANA 06CyXaeHUs:



1) byaywee knbepbesonacHOCTM — BbI30BbI M BO3MOXHOCTU A5
ctpadH CBM[A.

2) CrtpaTterndeckme acnektbl kKubepbesonacHocTM u ©Gopbbbl C
KnbepnpecTynHoCTbo B A3uu.

3) lMepcnekTuBbl pasBUTUS COTPYyAHMYECTBA rOCY4ApPCTB-YS1EHOB
CBM[A B cdhepax knbep- n HdopmaumoHHON 6€30nacHOCTMW.

4) Hosble nogxoabl 1 peweHus no obecneyvyeHnto MHHOOPMaLMOHHON
B6e3onacHocTn B rocygapctBax-dneHax CBMOA.

5) KnbepbesonaCcHOCTb N UCKYCCTBEHHbLIN UHTENSIEKT.

6) PaspaboTka nnaHa/nporpammbl CcOTpyaHMYecTBa B  cdepe
KnbepbesonacHoCTu.

Oxunagaemble pe3ynbTaTbl OT MEPONPUATUA:

Bsanmogenctene B AaHHOM HanpaBfeHUM MNO3BONUT OOMEHATLCSA
MHEHUSIMU W OOCYOUTb COBPEMEHHbIE TEXHOMornm4yeckne noaxodbl W
peweHnda, cnocobHble obecrneuntb WHGPOPMAUMOHHYKD ©e30nacHOCTb B
YCNOBUAX CTPeMUTENbHON UHTEerpauumn IT-texHonorum.

CoTpygHn4ecTBo rocygapcCTB-4SIeHOB CBMOA B cdepe
Knbepbe3onacHOCTM NOSTIOXUTESNBHO OTpasnTcsa B bopbbe ¢ knbepyrposzamm
Ha perMoHanbHOM 1 rnobanbHOM YPOBHSIX.

A3bIKM MepOonpPUATUA: aHTTIMNCKNIN, PYCCKUNA.




