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CEKPETAPUAT COBEIIAHUA 110 B3AMMO/JEHCTBHUIO
U MEPAM JOBEPUA B ABUH

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and has the honor to
inform that the Russian Federation and the People’s Republic
of China in their capacity as the Coordinator and Co-
Coordinator of “Security of and in the use of ICTs” priority area
have prepared an updated draft Concept paper and Plan of
implementation of the mentioned confidence building measure
for 2024-2025.

The Secretariat has the honor to convey the above-
mentioned document for consideration by the Member States
and would appreciate receiving comments and suggestions, if
any, before 22 March 2024.

The Secretariat avails itself of this opportunity to renew
to the CICA Member States the assurances of its highest
consideration.

Astana, 4 March 2024

MEMBER STATES

OF THE CONFERENCE ON INTERACTION AND
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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHUA 110 B3AMMO/JEHCTBHUIO
U MEPAM JOBEPUA B ABUH

CekpeTrapuaTt CoBelaHUS 10 B3aUMOJENCTBUIO U MeEpaM
nosepus B Asuu (CBM/IA) cBuZeTe/bCTBYET CBOE YBaXKeHHe
rocygapcrBaMm-4ieHaMm CBM/IA ¥ uMeeT 4eCTb COOOUIUTD, YTO
Poccuiickas ®enepauusa u Kurtaiickasa HapoaHas Pecny6iuka,
B Ka4eCTBE KOOP/AMHATOPA U COKOOPAMHATOPA IPUOPUTETHOU
chepnl «be3zonacHocTb B chepe ucnosnb3oBaHusa UKT u camux
WUKT», moAroToBUJM NpoOeKT O0OHOBJeHHOW KoHuenuuu u
NJIaHa peaJiM3alldM YKa3aHHOM Mepbl JJOBEPUS Ha MEPHUO]
2024-2025 ronos.

CekpeTrapuar MMeEET 4eCThb NpenpoBOAUTh
BbIllIEyKa3aHHbIN JIOKYMEHT Ha paccMOTpeHue
rocyjapCcTBaMu-4jeHaMU U  OyJeT MNpU3HATeJNieH 3a
noJiydyeHre BO3MOXKHbIX KOMMEHTAapueB M COOOpaKeHUH [0
22 maprta 2024 roza.

CekpeTapuarT NoJib3yeTCs CIy4aeM, YTOObI BO3OOHOBUTD
rocygapcrBam-4yieHam CBM/IA yBepeHUda B CBOeM BecCbMa
BbICOKOM YBa>KEHHH.

ActaHa, 4 mapTta 2024 roaa

roCYAAPCTBA-YJIEHBI
COBEIIIAHMSA 1O B3AMMOJIEMCTBUIO U
MEPAM JOBEPUA B ABUHN



betipecmu ayoapma

Asusarel e3apa IC-KMMbLJI J>KoHe CeHIM liapaJiapbl
KeHeCiHiH (A3usa KeHeciniH) XaTmblabirbl A3us KeHeciHe mylie
MeMJIeKeTTepre e3iHiH 30p iITUNATBIH bOinaipesi koHe Peceit
®enepanusacel MeH KpiTail Xanblk Pecnyosukacblr “AKT
naijganany kKayincidairi Men AKT-HbIH Kayincisziri” 6acbiMm
CaJIaCbIHbIH, YWJIECTIpYIUiCi »XoHe TeH YHWJeCTipylici peTiHAe
aTaJIFaH CeHiM LIapacbiH icke acblpy bl 2024-2025 xblL1japFa

Kocbimwa:

amasran, 2 n. apHaJIFaH »XaHAPThIJIFAH TYKbIPbIM/IaMacChl MeH >KOCHAPbIHbIH
»)KoOacblH JlaliblHJaFaHbIH xabapJiayAbl 6©3iHe MapTebe
caHau[bl.

XaTWbLIBIK aTaJMBbII KYXaTThl Mylle MeMJeKeTTEepAiH
KapayblHa »KoJiJjay/ibl ©63iHe MapTebe caHaibl >koHe 2024
KbLJIFbl 22 HaypbI3fa JeHiH BIKTUMaJ TYCiHIKTeMesiep MeH
YChIHbICTAp 6epy/ii cypai/ibl.

XaTWbLIBbIK OCbl MYMKIH/IKTI MaWjasaHa OThIpbIN, A3ud
KeHeciHe Mylie MeMJIEKETTepre e3iHiH 30p iJITUNATBIH TaFbl Ja
pacTau/bl.

Actana Kasacsl, 2024 KbliFbl 4 HaypbI3

ASUAAAFDBI 63APA IC-KUMbIJI 2 KOHE
CEHIM ITAPAJIAPbI KEHECIHE
MYIIE MEMJIEKETTEP



Draft
As of 04 March 2024

Concept paper and plan of implementation of the CICA confidence-
building measure "Security of and in the use of ICTs" for 2024-2025

1. Background

There is an increasing urgency of taking necessary joint measures by the
Conference on Interaction and Confidence Building Measures in Asia (CICA)
Member States to shape a peaceful and secure ICT environment, reduce risks of
conflicts stemming from ICT-related incidents, and exchange experience and
best practices in this area.

The issue of security of and in the use of ICTs was enshrined in the CICA
Catalogue of Confidence Building Measures, adopted at the CICA Ministerial
meeting (Nur-Sultan, 11-12 October 2021).

During the meeting of the CICA Senior Officials Committee (SOC; online,
8 December 2021), Russia was approved as the coordinator, and China as the
co—coordinator of the abovementioned confidence-building measure for
2022-2023.

At the SOC regular meeting (Astana, 22 August 2023), the Russian-
Chinese coordinatorship was extended until the end of 2025.

During the period 2022-2023, important political and practical results
have been achieved through the joint efforts of CICA Member States. The CICA
leaders’ Statement on Cooperation in the field of Security of and in the Use of
ICTs was adopted (Astana, 13 October 2022), enshrining the main approaches
to the theme. Russia held online workshops “Sustainable and Secure
Development of the Internet” (24 August 2022) and “Digital Forensics” (2-3
October 2023).

2.  Objectives of the confidence-building measure

This confidence-building measure is aimed at developing interaction
and strengthening cooperation between the CICA Member States on a wide

range of issues of ensuring security of and in the use of ICTs, including:



a) Promoting open, secure, accessible and peaceful ICT environment
in Asia on the basis of mutual respect, strengthening contacts and exchanges,
deepening dialogue and cooperation, fighting against threats resulting from
the malicious use of ICTs.

b)  Promoting dialogue on confidence-building, stability and risk
reduction in the field of security of and in the use of ICTs among CICA Member
States.

c)  Recognizing the importance of peaceful use of ICTs by reducing
misunderstanding between the CICA Member States, promoting trust and
confidence.

d) Sharing information, best practices and raising awareness in the
field of security of and in the use of ICTs to address the threats stemming from
the use of ICTs.

e) Improving cooperation to respond to the criminal use of ICTs
based on an internationally agreed legal framework.!

3. Implementation of the confidence-building measure

The CICA Member States shall, on a voluntarily basis, share their
approaches and experience, as well as concerns related to security of and in
the use of ICTs and enhancing the resilience of Internet connectivity.

4. Proposed initiatives

1. Establishing a contact points directory by the CICA Member States;

2. Workshop on exchanging experience in the field of countering the use
of ICTs for criminal purposes;

3. Workshop on raising awareness in the field of security of and in the

use of ICTs to counter threats in this area.

! This Para exactly copies para 2.2.7-2.2.11 of the CICA Catalogue of CBMs, adopted at
the 6th CICA Ministerial Meeting (October 2021), thus should be regarded as CICA agreed
language. It would seem rather inconsistent to amend this part of the Concept.



