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The Secretariat of the Conference on Interaction and 

Confidence Building Measures in Asia (CICA) presents its 

compliments to the CICA Member States and has the honor to 

inform that the Russian Federation and the People’s Republic 

of China in their capacity as the Coordinator and Co-

Coordinator of “Security of and in the use of ICTs” priority area 

have prepared an updated draft Concept paper and Plan of 

implementation of the mentioned confidence building measure 

for 2024-2025. 

The Secretariat has the honor to convey the above-

mentioned document for consideration by the Member States 

and would appreciate receiving comments and suggestions, if 

any, before 22 March 2024. 

The Secretariat avails itself of this opportunity to renew 

to the CICA Member States the assurances of its highest 

consideration. 

 

 

Astana, 4 March 2024 
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Секретариат Совещания по взаимодействию и мерам 

доверия в Азии (СВМДА) свидетельствует свое уважение 

государствам-членам СВМДА и имеет честь сообщить, что 

Российская Федерация и Китайская Народная Республика, 

в качестве координатора и сокоординатора приоритетной 

сферы «Безопасность в сфере использования ИКТ и самих 

ИКТ», подготовили проект обновленной Концепции и 

плана реализации указанной меры доверия на период 

2024-2025 годов. 

Секретариат имеет честь препроводить 

вышеуказанный документ на рассмотрение 

государствами-членами и будет признателен за 

получение возможных комментариев и соображений до 

22 марта 2024 года. 

Секретариат пользуется случаем, чтобы возобновить 

государствам-членам СВМДА уверения в своем весьма 

высоком уважении. 

 

 

Астана, 4 марта 2024 года 
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бейресми аударма

                 

Қосымша:
аталған, 2 п.

Азиядағы өзара іс-қимыл және сенім шаралары

кеңесінің (Азия Кеңесінің) Хатшылығы Азия Кеңесіне мүше

мемлекеттерге өзінің зор ілтипатын білдіреді және Ресей

Федерациясы мен Қытай Халық Республикасы “АКТ

пайдалану қауіпсіздігі мен АКТ-ның қауіпсіздігі” басым

саласының үйлестірушісі және тең үйлестірушісі ретінде

аталған сенім шарасын іске асырудың 2024-2025 жылдарға

арналған жаңартылған тұжырымдамасы мен жоспарының

жобасын дайындағанын хабарлауды өзіне мәртебе

санайды.

Хатшылық аталмыш құжатты мүше мемлекеттердің

қарауына жолдауды өзіне мәртебе санайды және 2024

жылғы 22 наурызға дейін ықтимал түсініктемелер мен

ұсыныстар беруді сұрайды.

Хатшылық осы мүмкіндікті пайдалана отырып, Азия

Кеңесіне мүше мемлекеттерге өзінің зор ілтипатын тағы да

растайды.

Астана қаласы, 2024 жылғы 4 наурыз

АЗИЯДАҒЫ ӨЗАРА ІС-ҚИМЫЛ ЖӘНЕ
СЕНІМ ШАРАЛАРЫ КЕҢЕСІНЕ

МҮШЕ МЕМЛЕКЕТТЕР



 

Draft 

As of 04 March 2024 

Concept paper and plan of implementation of the CICA confidence-

building measure "Security of and in the use of ICTs" for 2024-2025 

 

1. Background 

There is an increasing urgency of taking necessary joint measures by the 

Conference on Interaction and Confidence Building Measures in Asia (CICA) 

Member States to shape a peaceful and secure ICT environment, reduce risks of 

conflicts stemming from ICT-related incidents, and exchange experience and 

best practices in this area. 

The issue of security of and in the use of ICTs was enshrined in the CICA 

Catalogue of Confidence Building Measures, adopted at the CICA Ministerial 

meeting (Nur-Sultan, 11-12 October 2021). 

During the meeting of the CICA Senior Officials Committee (SOC; online, 

8 December 2021), Russia was approved as the coordinator, and China as the 

co–coordinator of the abovementioned confidence-building measure for 

2022-2023. 

At the SOC regular meeting (Astana, 22 August 2023), the Russian-

Chinese coordinatorship was extended until the end of 2025. 

During the period 2022-2023, important political and practical results 

have been achieved through the joint efforts of CICA Member States. The CICA 

leaders’ Statement on Cooperation in the field of Security of and in the Use of 

ICTs was adopted (Astana, 13 October 2022), enshrining the main approaches 

to the theme. Russia held online workshops “Sustainable and Secure 

Development of the Internet” (24 August 2022) and “Digital Forensics” (2-3 

October 2023). 

2. Objectives of the confidence-building measure 

This confidence-building measure is aimed at developing interaction 

and strengthening cooperation between the CICA Member States on a wide 

range of issues of ensuring security of and in the use of ICTs, including: 
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a) Promoting open, secure, accessible and peaceful ICT environment 

in Asia on the basis of mutual respect, strengthening contacts and exchanges, 

deepening dialogue and cooperation, fighting against threats resulting from 

the malicious use of ICTs. 

b) Promoting dialogue on confidence-building, stability and risk 

reduction in the field of security of and in the use of ICTs among CICA Member 

States. 

c) Recognizing the importance of peaceful use of ICTs by reducing 

misunderstanding between the CICA Member States, promoting trust and 

confidence. 

d) Sharing information, best practices and raising awareness in the 

field of security of and in the use of ICTs to address the threats stemming from 

the use of ICTs. 

e) Improving cooperation to respond to the criminal use of ICTs 

based on an internationally agreed legal framework.1 

3. Implementation of the confidence-building measure 

The CICA Member States shall, on a voluntarily basis, share their 

approaches and experience, as well as concerns related to security of and in 

the use of ICTs and enhancing the resilience of Internet connectivity. 

4. Proposed initiatives 

1. Establishing a contact points directory by the CICA Member States; 

2. Workshop on exchanging experience in the field of countering the use 

of ICTs for criminal purposes; 

3. Workshop on raising awareness in the field of security of and in the 

use of ICTs to counter threats in this area. 

 

1 This Para exactly copies para 2.2.7-2.2.11 of the CICA Catalogue of CBMs, adopted at 

the 6th CICA Ministerial Meeting (October 2021), thus should be regarded as CICA agreed 

language. It would seem rather inconsistent to amend this part of the Concept. 


