SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

C/ ) CEKPETAPUAT COBEIIAHHA 110 B3AMMOJEHCTBHUIO

CICA U MEPAM JOBEPUA B ABUH

Ne NCT/ICT/308

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and has the honor to
inform that in addition to the CICA Plan of Implementation of
CMBs for 2023 the Republic of India proposes to organize CICA
Virtual Workshop on Misuse of Internet to be held tentatively on
25-26 May 2023.

The corresponding draft Concept paper, Agenda and
Administrative note are conveyed herewith. The Secretariat
kindly requests Member States to provide suggestions or
comments, if any, they might have regarding the event concept
paper by 14 April 2023.

Should there be no objections by this date the proposed
Workshop will be included in CICA Plan of Implementation of
CMBs for 2023.

The Secretariat avails itself of this opportunity to renew to
the CICA Member States the assurances of its highest

Enclosure:
as stated, on 8 p.

consideration.
Astana, 24 March 2023
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CICA U MEPAM JOBEPUA B ABUH

Ne NCT/ICT/308

CekpeTtapuar CoBelllaHUS MO B3aUMOJIEMCTBHUI0 U MepaM
nosepusi B Aszun (CBM/IA) cBUZeTe/NbCTBYET CBOe YBaKEHHE
rocyaapctBam-djieHaM CBM/IA u MeeT 4yecTb COOOLIUTD, UTO B
ponosiHeHue K [lnany CBM/IA no peasvsanuu Mep JoBepHysi Ha
2023 rox Pecnybnvka WHausa npeasaraeT  NpPoOBECTH,
npeaBapuTesbHO 25-26 Masa 2023 rojaa, BUPTyaJlbHbIU CEMUHAP
Ha TeMy «HenpaBoMepHOe UCII0J1Ib30BaHUE ceTU UHTepHeT».

CoOTBeTCTBYWOLIUE IMPOEKT KOHLEMNWY, I[0BeCTKa [JHA
MEpOIPUATUA U ALMUHUCTPATHBHAA 3allMCKa MPUJIAraloTCH.

[Ipunoxcenue:

CekpeTapuar Jito6€3HO MPOCUT TrOCyAapCTBa-4yJieHbl HAalPaBUTh
YNOMSIHymoe,
1a 8 4 CBOM NpeAJIOKEHHUST UJIN 3aMevYaHUs], NIPU HAJIMYHH, K KOHLeNNLUU

YKa3aHHOr0 MepolnpuAaTHUd B Cpok A0 14 anpesa 2023 roza.

[Ipy OTCYyTCTBUM BO3paXXEHUH K VYKa3aHHOMY CpOKY
npeaJoKeHHbI ceMuHap OygeT BkiwdeH B [lnan CBMJA no
peanusanuu Mep goBepud Ha 2023 rog,

CekpeTapuaT IMO0JIb3yeTCA CJydyaeM, YTOObl BO30OHOBUTH
rocygapcrsam-4yieHam CBM/JIA yBepeHus B CBOoeM BecbMa
BbICOKOM YBa>KEHUU.

ropoj ActaHa, 24 mapTta 2023 .
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roCyaJAPCTBAM-YJIEHAM
COBEIIIAHMSA 1O B3AMMOJIEMCTBUIO U
MEPAM J10BEPUA B AU



Kocbimwa:
amaJ/raH,
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betipecmu ayoapma

Asugfarel e3apa iC-KUMBbLJI KoHe CeHIM LiapaJjapsbl
keHeciHiH, (A3us KeHeciniq) XaTumblibirbl A3usi KeHeciHiH
Myllle MeMJIEKETTepiHe 63iHiH 30p IATUNaThiH Oijajgipe
oTbipbin, A3usa KeHeciniH 2023 >blLifa apHaJiFaH CeHIM
LIapaJIapblH y3ere acblpy »K6HiHJerl )KoclnapblHa KOCbIMIIA
peTinge YHpictaH Pecny6simkacbl mamaMeH 2023 >KblLJIFbI
25-26 Mamblp apasblFbiHAQ “UHTEpHeT »KeJiCiH 3aHChbI3
navjiajaHy’ TaKbIpbIOBIHJA BUPTYyaJAbl CEMUHApP OTKIi3y/i
YCBIHATBIHbIH XabapJiayAbl 63iHe MapTebe caHaU/bl.

TuicTi Ty>kpIpbIM/IaMa )K006acChl, ic-1IapaHbIH, KYH TOPTiOi
MEH 9KIMIIIJIIK »ka36a Koca 6episiin oThIp. XaTIIbLJIbIK MYILE
MeMJIeKeTTepleH aTaJlFaH ic-llapaHblH, TYKbIpbIM/AaMacblHa
YCBIHBICTApPbIH HeMece ecKeptnesepiH 2023  XKbLIFbI
14 cayipre AeuiH xibepyai cypanbl.

BesrizieHreH Mep3imre AeuiH KapCbLIbIKTap TycCllereH
»KaFJauJia YCblHbLIFaH ceMruHap A3usa KeHeciHiH 2023 xKbliFa
apHaJIFaH CeHIM LIapaJlapblH Ky3ere acblpy >KeHiHZAeri
»KOClapblHa eHTi3iJIeTiH 60J1a/1bl.

XaTWbIIBIK OCbl MYMKIHZIKTI alZia/laHa OThIPbII, A3Ud
KeHeciHiH Mylle MeMJieKeTTEepPiHe 63iHiH 30p IJITUNIATbIH TAaFbl
Jla pacTau/ibl.

ActaHa Kasacsel, 2023 XbLIFbI 24 HAyphI3

ABUANAFDBI 63APA IC-KUMbILJI 2 KOHE

CEHIM IIAPAJIAPBI KEHECIHIH,
MYLIE MEMJIEKETTEPI


https://ru.wikipedia.org/wiki/%D0%A6%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%BA%D0%BE%D0%BC%D0%B8%D1%82%D0%B5%D1%82_%D0%9A%D0%9F%D0%9A
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Virtual Workshop on “Misuse of Internet”, May 25-26, 2023

CONCEPT NOTE

BACKGROUND

A workshop on Misuse of Internet is being organized by the Bureau of Police
Research & Development (BPR&D) jointly with its outlying training unit, the
Central Detective Training Institute (CDTI), Ghaziabad in the virtual mode on
May 25-26, 2023.

Misuse of Internet continues to present a serious threat to international peace and
security. Initiatives in the field of study of ‘Misuse of Internet’ can address
potential vulnerabilities to prevent nefarious designs of inimical elements from
exploiting sophisticated technology, communication, and resources to incite
support for criminal acts, create resilience and enhance international cooperation
among States, especially the Law Enforcement Agencies (LEAS) for effective
investigation and prosecution of cybercriminals.

The rapid proliferation of technology and its diffusion has had unintended
consequences. The spectre of cybercrime haunting modern-day society is
intensified by the ease of communications, facilitation by procurement networks,
sourcing and channelling of funds as well as targeting a vulnerable population.
Internet is being used by organised criminals in drug trafficking, human
trafficking, etc. Internet is also being used for radicalisation, recruitment and
financing of terrorism. Cybercriminals are increasingly building their software
applications and much of these depend on re-using existing codes and software.

Internet is being increasingly exploited for terrorist purposes. The world has seen
the effective use of organized propaganda over Internet to unleash terrorists to
cause havoc across the globe. Evolving technologies like Artificial Intelligence,



thinking machines, robotics technologies, big data analytics, and bot technologies
are all susceptible to misuse for criminal purposes including terrorist activities. It
Is essential that Law Enforcement Agencies’ (LEAS) capabilities need to be
constantly augmented to face these evolving challenges.

The workshop is also an effort to highlight that cyberspace being misused by
criminals for crimes against women, children and other vulnerable groups. The
usage of cyberspace for financial crimes and misuse of platforms like Dark Web
and Deep Web by criminals and terror outfits will also be discussed.

The workshop would focus on promoting discussion on national approaches and
sharing of experiences and expertise. It will broadly be focusing on ways and
means to prevent misuse of Internet; including success stories, good practices and
illustrative case studies. Sharing of experiences of Member States is expected to
help in capacity building of national law enforcement authorities.

OBJECTIVES

1. Raising awareness about how criminals seek to exploit social media
platforms for operations ranging from spreading propaganda, recruitment,
communication, planning and execution.

2.  Enhancing the understanding of professionals on how cooperation among
authorities can contribute in countering the misuse of internet for financial
crimes, crimes against women and children globally;

3. To understand the process of misuse of Internet by terrorists and criminals;

4.  To increase awareness about usage of malware and ransomware as tools for
financial crimes;

5.  To develop an insight on approach to deal with futuristic cyber crime
including 10T hacks.
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Virtual Workshop on “Misuse of Internet”, May 25-26, 2023

AGENDA
Day 1

Starting Time of Workshop: 10.00 hrs (Indian Standard Time)
Opening Ceremony: 30 Minutes
Session 1: Misuse of Internet in organised crime

. Expert session : 40 Minutes
i. Presentations : 10 Minutes each
.  Q&A : 10 Minutes

The first session will discuss the emerging threats due to Misuse of Internet in
organised crime. As a communication tool, information source, marketplace,
recruiting ground and financial service, the internet facilitates all types of offline
and online organised crimes, including illicit drug extraction, synthesis and
trafficking, trafficking in human beings for sexual exploitation, illegal migration,
Mass Marketing Fraud (MMF), tax fraud, counterfeiting and the trade in
prohibited firearms. In particular, the perceived anonymity afforded by
communications technologies such as email, instant messaging and \Voice over
Internet Protocol (VolP) has led to them being used increasingly by Organised
Crime groups as a countermeasure to law enforcement detection and surveillance.

Session 2: Use of Malware and Ransomware as a tool for financial crime

I. Expert Session : 40 Minutes
ii.  Presentations :10 Minutes each
. Q&A : 10 Minutes

Malware can be used by attackers to perform variety of malicious actions like
spying on the target using spyware, destroying data and resources, causing errors



in the system and slowing down the performance. Viruses, Trojan
horses, worms and spyware are various types of malware along with a few others.

Ransomware is a type of specialised malware that is designed to block user
access from their system until a ransom fee is paid to ransomware creator.
Ransomware is considerably more dangerous than regular malware and is spread
through phishing emails having infected attachments. Ransomware has emerged
over the last few years as a major threat and can attack individuals or
organizations.

The session will primary focus on issues related to improving domain awareness
about the uses of malware and ransomware as a tool for financial crime.

Session 3: Prevention of Cybercrime against women and children

. Expert Session : 40 Minutes
i. Presentations : 10 Minutes each
ni.  Q&A : 10 Minutes

Women and children are the most vulnerable targets of cyber criminals on
Internet. Though crime against women and children is on a rise in all fields,
being a victim of cybercrime could be the most traumatic experience for them.
Cyber technologies are misused in carrying out crimes in the cyber world that
include offences, unwarranted surveillance, prostitution, invasion of privacy,
unsolicited emails and child pornography among others.

The session will primary focus on issues related to improving domain awareness
about misuse of cyberspace as a tool for crime against women and children.

Day 2
Session 4: Use of Dark Web and cryptocurrency in illegal trade and terror

I. Expert Session : 40 Minutes
ii. Presentations : 10 Minutes each
.  Q&A : 10 Minutes

Bitcoin has become the prominent currency of the ¢Dark Web', where it is often
used to purchase illegal goods online, such as weapons and drugs. However, the


https://www.geeksforgeeks.org/types-of-virus/
https://www.geeksforgeeks.org/trojan-horse-and-trap-door/
https://www.geeksforgeeks.org/trojan-horse-and-trap-door/
https://www.geeksforgeeks.org/worms-viruses-and-beyond/
https://www.rand.org/pubs/research_reports/RR2091.html
https://www.rand.org/pubs/research_reports/RR2091.html

intersection of Bitcoin and the Dark Web for terrorist activities has not been
sufficiently documented. Anecdotal evidence suggests that terrorists are already
employing Bitcoin, but more work is needed to ascertain whether groups are
using a combination of Bitcoin and the Dark Web to finance, plan, and perpetrate
terrorist attacks. This has raised questions about cryptocurrency enabling illegal
behaviour. The intersection of the Dark Web and Bitcoin, popularized by
organized crime, perhaps poses the most significant threat. Much like organised
criminals, terrorist organisations could use Bitcoin to purchase and arrange
weaponry, including firearms or bomb-making materials, or even false passports
on the Dark Web.

The session will primary focus on issues related to improving domain awareness
about misuse of Dark Web and cryptocurrency in illegal trade and terrorism.

Session 5: Futuristic Cybercrime and Internet of Things (1oT) hacks

. Expert Session : 40 Minutes
ii. Presentations : 10 Minutes each
.  Q&A : 10 Minutes

Advanced IoT technologies are paving the way for a revolutionized future in
which many of our daily devices would be interconnected. Such devices should
be able to connect and interact with each other and their surroundings. This
allows the automation of many activities. The adoption of 10T technology and a
wide variety of sensing and acting capabilities have led to smart, intelligent
devices that are more realistic but still highly enticing targets for cyber-attacks
and cybercrimes. The main line of protection against cyber-attacks and
cybercrime is vigilance and preparedness.

This session will sensitize participants on Futuristic Cybercrime and 10T hacks to
create resilience.

Session 6

. Panel discussion with experts: 40 Minutes
I, Q&A: : 20 Minutes

Valediction: 30 Minutes



Workshop module on “Misuse of Internet” for CICA Member States

to be held on May 25-26, 2023

Session Time Topics
25.05.2023
Day -1
1000-1030 hrs. (IST) Inauguration
Session — |
1030-1130 hrs. (IST) | Misuse of Internet in Organized Crime.
1130-1145 hrs. (IST) Break
Session -l
1145-1245 hrs. (IST) | Use of Malware and Ransomware as a tool for
Financial Crime.
1245-1300 hrs. (IST) Break
Session — 1l
1300-1400 hrs. (IST) | Prevention of Cybercrime against Women and
Children.
26.05.2023
Day - 2
Session — |
1000-1100 hrs. (IST) | Use of Dark Web and Cryptocurrency in lllegal
Trade and Terror.
1100-1115 hrs. (IST) Break
Session - Il
1115-1215 hrs. (IST) | Futuristic Cybercrime and Internet of Things
(IoT) Hacks.
1215-1230 hrs. (IST) Break
Session - I
1230-1330 hrs. (IST) | Panel Discussion with Experts

1330-1400 hrs

_(IST)

Valediction
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Virtual Workshop on “Misuse of Internet”, May 25-26, 2023

Administrative Note

INTRODUCTION

The Republic of India welcomes participants of the Conference on Interaction and Confidence
Building Measures in Asia (CICA) Member States for virtual workshop on Misuse of Internet
to be held on May 25-26, 2023.

EVENT DATES AND PROGRAMME

The workshop on Misuse of Internet is being organised by the Bureau of Police Research &
Development (BPR&D) jointly with its outlying training unit, the Central Detective Training
Institute (CDTI), Ghaziabad on May 25-26, 2023 in virtual mode.

NODAL POINT

The following representatives of the Bureau of Police Research & Development (BPR&D),
Ministry of Home Affairs, Government of India are appointed as focal points and are ready to
assist you with all emerging issues you may have regarding the workshop.

I. Shri Anurag Kumar, IPS
Deputy Director, Training
Bureau of Police Research & Development
Ministry of Home Affairs
Government of India
Email ID: ddtrg@bprd.nic.in

ii.  Shri Ambar Kishore Jha, IPS
Director, Central Detective Training Institute, Ghaziabad
Bureau of Police Research & Development
Ministry of Home Affairs
Government of India
Email: principalcdtsgzb2012@gmail.com

PLATFORM FOR THE VIRTUAL WORKSHOP

The seminar will be held on CISCO WebEX.



WORKING LANGUAGE OF THE WORKSHOP

English

MODALITY OF THE WORKSHOP

The workshop has been designed with thematic inputs wherein specific sessions would be
moderated/conducted by the countries as specified in the enclosed programme. The member
countries would be making a presentation on the topic (duration 10-15 minutes), followed by
deliberations/country intervention amongst the participants. In addition to the thematic
sessions, panel discussions are also planned. These deliberations would be done to produce the
good practices that can be adopted by the Member States for understanding, preventing, and
countering misuse of Internet and radicalization. The workshop will broadly cover various
topics on these two subjects focusing on the matrix and ways and means; including success
stories and illustrative case studies. The workshop also recognizes the importance of
cooperative action by Member States aimed at preventing nefarious designs of inimical
elements from exploiting sophisticated technology, communication, and resources to incite
support for criminal acts. It makes it imperative that there are concerted efforts to identify the
platforms that are being used by the terrorist/extremist groups and devise a system-based
approach to tackle them.

NO. OF PARTICIPANTS FROM EACH MEMBER STATES

3-4 participants from each Member State. Participants may include representatives from
counter-terrorism agencies, intelligence departments, investigation agencies, security task
forces, and agencies that specifically deal with cyberspace and terrorism.

FACULTY MEMBERS

Experienced eminent faculty members and domain experts will be drawn from various
important organizations. All the sessions will be interactive and knowledge-based. Special care
will be taken to ensure the content of the course is of the highest quality keeping in mind the
sizeable number of participants from different countries. For the preparation of the programme
in a time-bound manner, Member States are requested to expeditiously forward the list of all
the officers attending the workshop and resource persons/experts on the subjects, if any.



