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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHUA 10 B3AMMO/JEHCTBHUIO
U MEPAM JOBEPUA B ABUH

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and, at the request of the
CICA Chairmanship, has the honour to circulate the proposal by
the Russian Federation, prepared in cooperation with China, on a
draft statement on cooperation in the field of security of and in the
use of information and communication technologies for adoption
by the Sixth CICA Summit on 12-13 October 2022. This issue will
be addressed at the Senior Officials Committee (SOC) meeting on
15 June 2022 under agenda item 3.

The Secretariat avails itself of this opportunity to renew to
the CICA Member States the assurances of its highest
consideration.

Nur-Sultan, 2 June 2022

MEMBER STATES
OF THE CONFERENCE ON INTERACTION AND
CONFIDENCE BUILDING MEASURES IN ASIA
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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHHA 110 B3AMMO/JIEHCTBHUIO
U MEPAM JOBEPUA B ABUH

CekpeTrapuat CoBellaHus MO0 B3aUMOJENCTBUIO U MeEpPaM
poBepus B Azun (CBM/IA) cBuZieTe/IbCTBYET CBOE yBaXKeHUE
rocygapcraaM-4jeHaM CBMJA 5 o npocbbe
[IpeacepatennsctBa CBM/JIA uMeeT 4YecTb MNpPenpoBOJUTH
npegyioxenue Poccurickon Pegepauuu, NOATOTOBJIEHHOE B
coTpyaHudyectBe ¢ KuTaeM, mno mnpoekTy 3asBJIEHUS O
COTpyAHUYECTBe B 06J1aCTU 6€30MacHOCTH MHPOPMALLMOHHO-
KOMMYHUKAIMOHHBIX TEXHOJIOTUW M UX UCIOJb30BAaHUA A
npuHATHUA Ha mectoM Cammute CBM/JIA 12-13 okTsa6psa 2022
roja. dTOT BONPOC OyZileT pacCMOTpeH Ha 3acefjanuu KomureTa
cTapmux Ao/mKHOCTHBIX jaul (KCAJI) 15 utona 2022 roga B
paMKax NyHKTa 3 MOBECTKH JIHS.

CekpeTapuar MoJib3yeTcs cjay4aeM, YTOObl BO30OOHOBUTD
rocyagapcrtBam-uieHaMm CBM/IA yBepeHusi B CBOeM BecbMa
BbICOKOM yBa>KEHMUU.

ropog Hyp-Cyarasn, 2 urona 2022 r.

COBEIIIAHMSA 10 B3AMMOJIEMCTBUIO U
MEPAM J10BEPHUA B AU



betipecmu ayoapma

Asuaparel e3apa IC-KUMbBLI JKoHe CeHIM uiapaJiapbl
keHeciHiH, (A3us KeHeciHiH) XaTwblibiFbl A3usi KeHeciHiH,
Myllle MeMJIEKeTTepPiHe 63iHiH 30p IJITUNATBIH OiJZ[ipe OThIPHIII,
Asus KeHeci TepaFa/ibIFbIHbIH, 6TiHilli 60¥bIHIIA 2022 KbIJIFbI
12-13 kazanga A3usa KeHeciHiH aaTteiHIIbI CaMMUTIHAE
aKNapaTTbIK-KOMMYHUKALUAJBIK TeXHOJIOTUAJIAPAbIH K9He

Kocoumua: oJiap bl navJaiaHy Kayinci3airi CcaJlacbIH/IaFrbl
amasraw 3 n. BIHTBIMAKTACTbIK TypaJibl MaJiMJeMe >K006acblH MakKyJiaay
OOMBbIHIIA Pecen ®enepansiCbIHbIH KbiTalimeH

BIHTBIMAKTACThIKTA JaUbIHAAJIFaH YCBIHBICBIH K0J11ay /bl 631HE
MapTebe caHauabl. Bys Macene KyH TopTiOiHiH, 3-TapMarbl
ooubiHIa 2022 xpuiFbl 15 MaycbiMZla Afa  Jiaya3bIM/bl
Tysarajap KomuTeTiHiH (AJITK) oTbIpbIcbIHa KapasjaTblH
60J1abl.

XaTWbLIbIK OCbl MYMKIH/IKTI MaWjajaHa OThIpbIN, A3ud
KeHeciHiy Myllle MeMJieKeTTepiHe 63iHiH 30p IJITUNIATbIH TaFbI
Jla pacTau/bl.

Hyp-Cystan Kasacel, 2022 XblJ1Fbl 2 MayCbIM

ABUANAFDBI 63APA IC-KUMbILJI 2 KOHE
CEHIM IIAPAJIAPBI KEHECIHIH MYLIE
MEMJIEKETTEPI



Proposal by the Russian Federation
prepared in cooperation with China

Draft as of 2 June 2022

Draft CICA Leaders’ Statement on Cooperation in the field of Security of
and in the Use of Information and Communication Technologies

We, the Leaders of the Member States of the Conference on Interaction and
Confidence-Building Measures in Asia (CICA), gathered in Nur-Sultan for the
CICA Summit,

Recognizing the unprecedented progress in the development and use of
information and communication technologies (ICTs) and their increasing influence,
including due to the COVID-19 pandemic, on everyday life and on the political,
economic, humanitarian and other components of national and international security
and stability that shape the global information space,

Expressing concern about the use of ICTs for purposes that are inconsistent
with the objectives of maintaining international peace, security and stability, as well
as about the increasing risks in the sphere of data security,

Considering it necessary to promote the prevention of the use of ICTs for
terrorist and other criminal purposes,

Noting the risks and consequences of division of the Internet,

Recognizing the priority of developing, under the auspices of the United
Nations (UN), universal rules, norms and principles of responsible behavior of
States in information space and making them legally binding,

Recognizing also that capacity building is important for countering common
threats in the information space and building confidence in the field of security of
and in the use of ICTs,

Declare the following:

1.  We decide to stand in solidarity and support further strengthening of
cooperation among the CICA Member States in ensuring security of and in the use

of ICTs with equal emphasis on development and security.



2. We stand for preventing interstate conflicts that may arise from the
unlawful use of ICTs, including through reducing the risk of misunderstandings
between the CICA Member States and increasing confidence, in order to ensure
national, regional and international security.

3. We reaffirm the commonality of approaches to ensuring security of and in
the use of ICTs and declare that the development and use of ICTs in international
cooperation based on universally recognized principles of international law,
primarily the UN Charter, in particular the sovereign equality of States, non-use of
force or threat of force, peaceful settlement of international disputes, non-
interference in the internal affairs of States; territorial integrity of States, respect for
human rights and fundamental freedoms, are of paramount importance for shaping
an open, secure, stable, accessible and peaceful ICT environment.

4. We recognize the importance of the global discussion on security of and
in the use of ICTs. In this context, we welcome the launch of the UN Open-ended
Working Group on Security of and in the Use of ICTs 2021-2025 and note that
2021-2025 OEWG has also included data security in its agenda, and in this respect,
the Global Initiative on Data Security could serve as a useful basis for further
discussion within the OEWG. We also note the common desire for the active
participation in its work, as well as for the close interaction between the CICA
Member States within the Group.

5.  We recognize the importance of active participation in the work of the
Open-ended Ad Hoc Intergovernmental Committee of experts, under the auspices
of the UN, to elaborate a comprehensive international convention on countering the
use of ICTs for criminal purposes and the need to further strengthen international
cooperation in this area.

We support voluntary exchange of views, approaches and best practices in the
field of countering the use of ICTs for criminal purposes.

6. We reaffirm the need to assist developing CICA Member States in

building capacity in the area of information security and bridging the ‘digital



divide’ in order to ensure security and sustainability of the global information
space.

7. We reaffirm the importance of exchanging views and approaches between
CICA Member States on Internet governance issues based on the decisions of the
Tunis Agenda of the 2005 World Summit on the Information Society. We support
internationalization of Internet governance and are interested in a more active

involvement of the International Telecommunication Union in this process.



