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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEHIAHUA 110 B3AMMO/IEHCTBUIO
U MEPAM J1IOBEPHUA B ASUH

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and has the honor to
convey herewith the draft Concept Paper and Plan of
Implementation of the CICA Confidence-Building Measure
“Security of and in the use of ICTs” for 2022-2023, prepared by
the Russian Federation in its capacity as Coordinator of CBMs in
the above mentioned priority area.

The Secretariat would appreciate receiving possible
comments and feedback from Member States on the above
mentioned document by Monday, 6 June 2022. In the absence of
such comments and feedback the draft Concept Paper and Plan of
Implementation will be submitted for CICA SWG consideration.

The Secretariat would like to further note that the Plan of
Implementation of the said CBM is open for proposals from
Member States wishing to organize their own thematic events.

The Secretariat avails itself of this opportunity to renew to
the CICA Member States the assurances of its highest
consideration.

Nur-Sultan, 26 May 2022

MEMBER STATES

OF THE CONFERENCE ON INTERACTION AND
CONFIDENCE BUILDING MEASURES IN ASIA
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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEHIAHUA 110 B3AMMO/IEHCTBUIO
U MEPAM J1IOBEPHUA B ASUH

Cekpetapuar CoBellaHUs O B3aUMOJEWCTBUI0O U MepaMm
noBepusi B Asun (CBM/IA) cBUZeTe/NbCTBYET CBOe YBaKEHHE
rocygapcrBaM-aieHam CBM/JIA ¥ uMeeT 4YecTb HalpaBUTb
npoekT KoHuenuuu v IlyaHa [JeWCTBUM NO peaju3alUd Mep
JloBepusi N0 Oe3omacHOCTU B cdepe wucnosb3oBaHus HUKT u
camux MKT na 2022-2023 rr., noaroToBJieHHbIM Poccuiickou
denepanuerd B KayeCTBe  KOOpPJAMHATOpa  Ha3BaHHOU
IPUOPUTETHOM Chephl.

CekpeTapuaT Obl1 Obl TMpHU3HATEJNEH 3a MOJy4YeHHe
BO3MOXHbBIX KOMMEHTapheB U COOOpaKeHUHM CO CTOPOHBI
roCyapCTB-4JIEHOB II0 BbIIEyKa3aHHOMY [JOKYMEHTY [0
noHeJeNbHUKa, 6 uloHA 2022 r. B ciayyae OTCYTCTBUA TaKHUX
KOMMEHTApHeB U COOOpaKeHUM JaHHbIU NpoeKT KoHuenuuu u
[lnana pelictBUMl OyzeT HampaBjJeH Ha paccMmorpeHue CPT
CBMJA.

CekpeTapuatr xoTeJ Obl Takxe OTMeTUTb, 4yTo I[lian
JIEUCTBUM MO peasrM3allid Ha3BaHHOM Mepbl [OBEPUS MOXKET
ObITb [JIOMOJIHEH W [JPYTUMM TeMaTUYeCKHMMU BCTpedYaMy,
KOTOPBIE XOTEJU Obl OPraHU30BaTh rOCylapCTBa-4JEHDI.

CekpeTapuaT MoJIb3yeTCs CJy4aeM, YTOObl BO30OHOBHUTh
rocysapctBaM-ujieHam CBMJIA yBepeHuss B CcBoeM BecCcbMa
BBICOKOM YBaXKEHUH.

ropoa Hyp-Cynaran, 26 masa 2022 r.

rOCYJAPCTBAM-Y4JIEHAM
COBEIIAHMS 10 B3AUMO/AENHCTBHUIO U
MEPAM JIOBEPHA B A3UH1
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betipecmu ayoapma

Asuanarel e3apa IC-KUMbBLJI JKoHe CeHIM uiapaJiapbl
KeHecCiHiH (A3usa KeHeciniq) XaTwblibiFbl A3usa KeHeci mylie
MeMJIeKeTTepiHe ©3iHiH 30p iATUNAThIH Oiagipin, Pecei
®enepanuscel AKT-HbI naijanany Kayimncisziri xkoHe AKT-HbIH,
Kayinci3zairi 6acblM  caJiaCblHbIH, YHJIECTipyluici peTiHAe
favbiHAaraH 2022-2023 xblajapFa apHaJFaH aTaJMbllI 6acbiM
cajlala CeHIM 1IapajapblH  ICKe  acblpy  JKeHIHJeri
TYKbIpbIMZIaMa M€H IC-KMMBLJI >KOCIHApbIHbIH  K00aChIH
»KoJ1iay /bl 63iHE MOpTEOe CaHAM/IbI.

XaTIbIIbIK Myliie MeMJIeKeTTepJeH YKOFaphblJa
KepCeTUITeH KyKaT OOHWbIHIIA 63 eCcKepTieJsiepi MeH
TyciHikTeMesiepiH 2022 XbpLIFbl 6 MayCbIMFa JeHiH Kibepyai
cypanabl. MyHzal eckepTiesiep MeH TYCiHIKTeMeJiep
)KibepisiMereH »kaffaWzia, TYKbIpbIMJaMa MeH iC-KUMBLJI
YKOCIIapbIHbIH k00acbl A3usa KeHeci ApHalibl 2KyMbIC TOOBIHBIH
KapayblHa YCbIHBLJIATBIH 00J1a/ibI.

CoHpau-aK, XaTWbLIbIK aTaJiFaH CeHiM IIapacbiH icKe
aceIpy »KeHIHJeri ic-KUMBbLJI »KOCHapbl Mylle MeMJIeKeTTep
YUABIMJACTBIPFBICBI  KeJIeTiH  06acka Jla  TaKbIpPbINTHIK,
Ke3JecyJiepMeH TOJIBIKTHIPbIIYybl MYMKIH €KeHIiH aTal eTe/j|.

XaTWbLIBbIK OCbl MYMKIH/IKTI MaWja/iaHa OThIpbIN, A3ud
KeHeci Myllle MeMJyieKeTTepiHe 63iHiH 30p IJITUNIATBIH TaFbl Ja
pacTrau/ibl.

Hyp-Cyatan Kanacel, 2022 XKblLIFbl 26 MaMbIp

ABUANAFDBI 63APA IC-KUMbIJI 2 KOHE
CEHIM IIAPAJIAPBI KEHECIHIH,
MYIIE MEMJIEKETTEPI



Draft
As of19 May 2022

Concept paper and plan of implementation of the CICA confidence-building
measure ’Security of and in the use of ICTs” for 2022-2023

1.  Background

The pandemic of a new coronavirus disease COVID-19 has significantly
accelerated the processes of integration of ICTs into all spheres of the world
community and at the same time has exacerbated threats in the field of security of
and in the use of ICTs.

Individuals, businesses and governmental structures are increasingly
vulnerable to the challenges in the field of security ofand in the use of ICTs and in
the sphere of data security with their impact becoming more devastating. Due to
cross-border character and scale of such challenges, States cannot address them
alone. However, the risks and consequences of the division ofthe Internet hampers
the international cooperation in the regard. Besides, a number of countries face
lack oftechnical capacity and experience to counter them.

These issues are of concern to a growing number of countries. As a result,
cooperation in the field of security of and in the use of ICTs has developing
in recent years in a number of international organizations, both global, including the
UN, and regional, including the ARF, SCO and CIS.

Under these circumstances, there is an increasing need for joint efforts by
the CICA Member States to ensure a peaceful and secure ICT environment,
reducing risks of ICT-related disagreements and conflicts between them, and
exchanging experience and best practices in the field of security of and in the use
of ICTs.

Discussion ofthe issue of "Security ofand in the use of ICTs" was enshrined
in the CICA Catalogue of Confidence Building Measures, adopted at the CICA
Ministerial meeting (Nur-Sultan, 11-12 October, 2021).



2. Objectives of the confidence-building measure

This confidence-building measure is aimed at developing interaction and

strengthening cooperation between the CICA Member States on the whole range of

issues of ensuring security of and in the use of ICTs, including:

a) Promoting open, secure, accessible and peaceful ICT environment in
Asia on the basis of mutual respect, strengthening contacts and
exchanges, deepening dialogue and cooperation, fighting against
threats resulting from the malicious use of ICTs.

b) Promoting dialogue on confidence-building, stability and risk
reduction in the field of security of and in the use of ICTs among
CICA Member States.

C) Recognizing the importance of peaceful use of ICTs by reducing
misunderstanding between the CICA Member States, promoting trust
and confidence.

d) Sharing information, best practices and raising awareness in the field
of security ofand in the use of ICTs to address the threats stemming
from the use of ICTs.

e) Improving cooperation to respond to the criminal use of ICTs based
on an internationally agreed legal framework.

3. Implementation of the confidence-building measure

The CICA Member States shall, on a voluntarily basis, share their

approaches and experience, as well as concerns related to security of and in the use

ofICTs.

4, Proposed initiatives

L

Adoption of the CICA leaders’ Statement on Cooperation in the field

of Security ofand in the Use ofICTs.

2.

Holding the online-workshop “Sustainable and safe development of

the Internet” in 2022.



3. Holding the online-workshop “Exchange of experience in the field of

digital forensics” in 2023.



