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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHHA 110 B3AMMO/JEHCTBHUIO
U MEPAM JOBEPUA B ABUH

The Secretariat of the Conference on Interaction and
Confidence Building Measures in Asia (CICA) presents its
compliments to the CICA Member States and, with the
reference to its Note Verbal No. NCT/ICT/308 dated 24
March 2023, has the honor to convey herewith updated
Concept paper, Agenda, Administrative note, Module and
Registration form for the participants of the CICA Virtual
Workshop on Misuse of Internet, that will be held on 25-26
May 2023.

The Secretariat would appreciate receiving the
completed registration forms by 19 May 2023.

The Secretariat avails itself of this opportunity to
renew to the CICA Member States the assurances of its
highest consideration.

Astana, 4 May 2023

MEMBER STATES

OF THE CONFERENCE ON INTERACTION AND
CONFIDENCE BUILDING MEASURES IN ASIA
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SECRETARIAT OF THE CONFERENCE ON INTERACTION
AND CONFIDENCE BUILDING MEASURES IN ASIA

CEKPETAPUAT COBEIIAHHA 110 B3AMMO/JEHCTBHUIO
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Cekperapuar CoBellaHUsd O B3aUMOJEWUCTBUIO U MepaM
nosepuss B Asum (CBM/IA) cBuzeTesbCTByeT CBOe yBaXKeHUeE
rocygapcrBaM-aieHam CBMJIA U, ccbuiasice Ha HoTy Neo
NCT/ICT/308 ot 24 w™apra 2023 roja, HUMeeT 4YeCTb
NpenpoBOAUTL OOHOBJEHHblE KOHLEMLWI, TOBECTKY [HH,
aJMUHUCTPATUBHBIN perJiaMeHT, nporpaMmmy U
perucTpaluoHHY0 GOPMY Y4aCTHUKOB BUPTYaJIbHOI'0 CEMHUHApa
CBMJZIA nHa TeMmy «HempaBomepHoe MCHOJIb30BaHUE CeTHU
HUHTepHeT», KOTOPBIK cocTOUTCS 25-26 Mas 2023 roja.

CekpeTapyaT Obl1 Obl TMpU3HATEJNEH 3a MOJy4YeHHe
3al0JIHEHHbBIX PErUCTPALMOHHBIX GopM J10 19 masa 2023 roza.

CekpeTapuaT MNOJb3YeTCA CJy4yaeM, YTOObl BO30OHOBHUThb
rocygapcrsam-4yieHam CBM/IA yBepeHus B CBoeM BecbMa
BBICOKOM YBaXKEHUH.

ropoJ ActaHa, 4 masg 2023 r.

roCyaJAPCTBAM-YJIEHAM
COBEIIIAHMSA 10 B3AMMO/IEMCTBUIO U
MEPAM J1O0BEPUA B AU



betipecmu ayoapma

Asugnarel e3apa iC-KUMbLJI >K9He CeHIM LiapaJiaphbl
keHeciHiH, (A3usi KeHecinig) XaTmblibiFbl A3usi KeHeciHiH,
Myllle MeMJIeKeTTepiHe 63iHiH 30p iATUnaTbiH Oiigipeni
»oHe, 2023 xbLiFbl 24 Haypbi3aarbl N2 NCT/ICT/308 HoTtara
cisiTteMe »kacay oTbIpbII, 2023 XblaFbl 25-26 MaMbIp/la 6TETiH
«MHTepHeT KeJliCiH 3aHChI3 Nanaansany» aTtbl A3usa KeHeci
BUPTYaJ[bl CEMUHAPbIHBIH, YKaHAPTBIJIFaH
TYKbIPbIM/JIAMACblH, KYH TOPTi0OiH, 9KIMIIIJIK >Ka30achlH,
OaffapJsiaMacblH K9HE TipKey HbICAHBIH >KOJJAayAbl 63iHe
MapTebe caHal/bl.

XaTWbIIBIK TOJTBHIPbLIFAH TipKey HblCaHAapblH 2023
KbLIFbI 19 MaMbIpFa JieiiH xKibepyai cypanpbl.

Kocvimwa:
amaaran, 11 n.

XaTUWbIJIBIK OCbl MYMKIHZIKTI ITalgalaHa OThIPbIIN, A3Ud
KeHeciHiH Mylle MeMJieKeTTepiHe ©3iHiH 30p IJITUNATBhIH
TaFrbl Jja pacTaupbl.

Actana Kasachkl, 2023 KblJIFbl 4 MaMbIp

A3UAAAYDBI 63APA IC-KUMbLJI JKOHE
CEHIM IIAPAJIAPbI KEHECIHIH MYLIE
MEMJIEKETTEPI
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Virtual Workshop on “Misuse of Internet”, May 25-26, 2023

CONCEPT NOTE

BACKGROUND

A workshop on Misuse of Internet is being organized by the Bureau of
Police Research & Development (BPR&D) jointly with its outlying training
unit, the Central Detective Training Institute (CDTI), Ghaziabad in the
virtual mode on May 25-26, 2023.

Misuse of Internet continues to present a serious threat to international
peace and security. Initiatives in the field of study of ‘Misuse of Internet’
can address potential vulnerabilities to prevent nefarious designs of
inimical elements from exploiting sophisticated technology,
communication, and resources to incite support for criminal acts, create
resilience and enhance international cooperation among States, especially
the Law Enforcement Agencies (LEAs) for effective investigation and
prosecution of Information and Communication Technology (ICT)
criminals.

The rapid proliferation of technology and its diffusion has had unintended
consequences. The spectre of ICT crime haunting modern-day society is
intensified by the ease of communications, facilitation by procurement
networks, sourcing and channelling of funds as well as targeting a
vulnerable population. Internet is being used by organised criminals in
drug trafficking, human trafficking, etc. Internet is also being used for
radicalisation, recruitment and financing of terrorism. ICT criminals are
increasingly building their software applications and much of these
depend on re-using existing codes and software.

Internet is being increasingly exploited for terrorist purposes. The world
has seen the effective use of organized propaganda over Internet to
unleash terrorists to cause havoc across the globe. Evolving technologies
like Artificial Intelligence, thinking machines, robotics technologies, big



data analytics, and bot technologies are all susceptible to misuse for
criminal purposes including terrorist activities. It is essential that Law
Enforcement Agencies’ (LEAs) capabilities need to be constantly
augmented to face these evolving challenges.

The workshop is also an effort to highlight that ICT space being misused
by criminals for crimes against women, children and other vulnerable
groups. The usage of ICT space for financial crimes and misuse of
platforms like Dark Web and Deep Web by criminals and terror outfits
will also be discussed.

The workshop would focus on promoting discussion on national
approaches and sharing of experiences and expertise. It will broadly be
focusing on ways and means to prevent misuse of Internet; including
success stories, good practices and illustrative case studies. Sharing of
experiences of Member States is expected to help in capacity building of
national law enforcement authorities.

OBJECTIVES

1. Raising awareness about how criminals seek to exploit social media
platforms for operations ranging from spreading propaganda,
recruitment, communication, planning and execution.

2. Enhancing the understanding of professionals on how cooperation
among authorities can contribute in countering the misuse of
internet for financial crimes, crimes against women and
children globally;

3. To understand the process of misuse of Internet by terrorists and
criminals;

4. To increase awareness about usage of malware and ransomware as
tools for financial crimes;

5. To develop an insight on approach to deal with futuristic ICT crime
including IoT hacks.
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AGENDA
Day 1
Starting Time of Workshop: 10.00 hrs (Indian Standard Time)
Opening Ceremony: 30 Minutes
Session 1: (a) Misuse of Internet in organised crime

(b) Dimension of New Challenges and Threats

i. Expert session: 40 Minutes
ii. Presentations: 10 Minutes each
iii. Q&A: 10 Minutes

The first session will discuss the emerging threats due to Misuse of
Internet in organised crime. As a communication tool, information source,
marketplace, recruiting ground and financial service, the internet
facilitates all types of offline and online organised crimes, including illicit
drug extraction, synthesis and trafficking, trafficking in human beings for
sexual exploitation, illegal migration, Mass Marketing Fraud (MMF), tax
fraud, counterfeiting and the trade in prohibited firearms. In particular,
the perceived anonymity afforded by communications technologies such
as email, instant messaging and Voice over Internet Protocol (VoIP) has
led to them being used increasingly by Organised Crime groups as a
countermeasure to law enforcement detection and surveillance.

Session 2: Use of Malware and Ransomware as a tool for financial
crime

i. Expert Session: 40 Minutes
ii. Presentations: 10 Minutes each
iii. Q&A: 10 Minutes

Malware can be used by attackers to perform variety of malicious actions
like spying on the target using spyware, destroying data and resources,
causing errors in the system and slowing down the



performance. Viruses, Trojan horses, worms and spyware are various
types of malware along with a few others.

Ransomware is a type of specialised malware that is designed to block
user access from their system until a ransom fee is paid to ransomware
creator. Ransomware is considerably more dangerous than regular
malware and is spread through phishing emails having infected
attachments. Ransomware has emerged over the last few years as a major
threat and can attack individuals or organizations.

The session will primary focus on issues related to improving domain
awareness about the uses of malware and ransomware as a tool for
financial crime.

Session 3: Prevention of Information and Communication
Technology (ICT) Crime against women and children

i. Expert Session: 40 Minutes
ii. Presentations: 10 Minutes each
iii. Q&A: 10 Minutes

Women and children are the most vulnerable targets of ICT criminals on
Internet. Though crime against women and children is on a rise in all
fields, being a victim of ICT crime could be the most traumatic experience
for them. ICT technologies are misused in carrying out crimes in the ICT
world that include offences, unwarranted surveillance, prostitution,
invasion of privacy, unsolicited emails and child pornography among
others.

The session will primary focus on issues related to improving domain
awareness about misuse of ICT space as a tool for crime against women
and children.

Day 2

Session 4: Use of Dark Web and cryptocurrency in illegal trade and
terror

i. Expert Session: 40 Minutes
ii. Presentations: 10 Minutes each
iii. Q&A: 10 Minutes

Bitcoin has become the prominent currency of the ‘Dark Web', where it is
often used to purchase illegal goods online, such as weapons and drugs.



However, the intersection of Bitcoin and the Dark Web for terrorist
activities has not been sufficiently documented. Anecdotal evidence
suggests that terrorists are already employing Bitcoin, but more work is
needed to ascertain whether groups are using a combination of Bitcoin
and the Dark Web to finance, plan, and perpetrate terrorist attacks. This
has raised questions about cryptocurrency enabling illegal behaviour. The
intersection of the Dark Web and Bitcoin, popularized by organized crime,
perhaps poses the most significant threat. Much like organised criminals,
terrorist organisations could use Bitcoin to purchase and arrange
weaponry, including firearms or bomb-making materials, or even false
passports on the Dark Web.

The session will primary focus on issues related to improving domain
awareness about misuse of Dark Web and cryptocurrency in illegal trade
and terrorism.

Session 5: Futuristic ICT crime and Internet of Things (IoT) hacks

i. Expert Session: 40 Minutes
ii. Presentations: 10 Minutes each
iii. Q&A: 10 Minutes

Advanced IoT technologies are paving the way for a revolutionized future
in which many of our daily devices would be interconnected. Such devices
should be able to connect and interact with each other and their
surroundings. This allows the automation of many activities. The
adoption of IoT technology and a wide variety of sensing and acting
capabilities have led to smart, intelligent devices that are more realistic
but still highly enticing targets for ICT-attacks and ICT crimes. The main
line of protection against ICT-attacks and ICT crime is vigilance and
preparedness.

This session will sensitize participants on Futuristic ICT crime and IoT
hacks to create resilience.

Session 6

i. Panel discussion with experts: 40 Minutes
ii. Q& A:20 Minutes

Valediction: 30 Minutes
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Administrative Note

INTRODUCTION

The Republic of India welcomes participants of the Conference on
Interaction and Confidence Building Measures in Asia (CICA) Member
States for virtual workshop on Misuse of Internet to be held on May 25-
26, 2023.

EVENT DATES AND PROGRAMME

The workshop on Misuse of Internet is being organised by the Bureau of
Police Research & Development (BPR&D) jointly with its outlying training
unit, the Central Detective Training Institute (CDTI), Ghaziabad on May
25-26, 2023 in virtual mode.

NODAL POINT

The following representatives of the Bureau of Police Research &
Development (BPR&D), Ministry of Home Affairs, Government of India
are appointed as focal points and are ready to assist you with all emerging
issues you may have regarding the workshop.

i. Shri Anurag Kumar, IPS
Deputy Director, Training
Bureau of Police Research & Development
Ministry of Home Affairs
Government of India
Email ID: ddtrg@bprd.nic.in

ii.  Shri Ambar Kishore Jha, IPS
Director, Central Detective Training Institute, Ghaziabad



Bureau of Police Research & Development
Ministry of Home Affairs

Government of India

Email: principalcdtsgzb2012@gmail.com

PLATFORM FOR THE VIRTUAL WORKSHOP
The seminar will be held on CISCO WebEX.
WORKING LANGUAGE OF THE WORKSHOP

English

MODALITY OF THE WORKSHOP

The workshop has been designed with thematic inputs wherein specific
sessions would be moderated/conducted by the countries as specified in
the enclosed programme. The member countries would be making a
presentation on the topic (duration 10-15 minutes), followed by
deliberations/country intervention amongst the participants. In addition
to the thematic sessions, panel discussions are also planned. These
deliberations would be done to produce the good practices that can be
adopted by the Member States for understanding, preventing, and
countering misuse of Internet and radicalization. The workshop will
broadly cover various topics on these two subjects focusing on the matrix
and ways and means; including success stories and illustrative case
studies. The workshop also recognizes the importance of cooperative
action by Member States aimed at preventing nefarious designs of
inimical elements from exploiting sophisticated technology,
communication, and resources to incite support for criminal acts. It
makes it imperative that there are concerted efforts to identify the
platforms that are being used by the terrorist/extremist groups and
devise a system-based approach to tackle them.

NO. OF PARTICIPANTS FROM EACH MEMBER STATES

3-4 participants from each Member State. Participants may include
representatives  from  counter-terrorism  agencies, intelligence
departments, investigation agencies, security task forces, and agencies



that specifically deal with Information and Communication Technology
(ICT) space and terrorism.

FACULTY MEMBERS

Experienced eminent faculty members and domain experts will be drawn
from various important organizations. All the sessions will be interactive
and knowledge-based. Special care will be taken to ensure the content of
the course is of the highest quality keeping in mind the sizeable number
of participants from different countries. For the preparation of the
programme in a time-bound manner, Member States are requested to
expeditiously forward the list of all the officers attending the workshop
and resource persons/experts on the subjects, if any.



Workshop module on “Misuse of Internet” for CICA Member States

to be held on May 25-26, 2023

Session Topics Speaker
Time
25.05.2023
Day -1
1000-1030 Inauguration
hrs. (IST)
Session - |
1030-1120 Misuse of Internet in Organized Crime. | Mr. Deepak Mishra, Cyber
hrs. (IST) Expert
1120-1130 Dimension of New Challenges and | Amb. Adel Adaileh, Expert
hrs. (IST) Threats at the CICA Secretariat
1130-1145 Break
hrs. (IST)
Session - 11
1145-1245 Use of Malware and Ransomware as a | Mr. Deepak Mishra, Cyber
hrs. (IST) tool for Financial Crime. Expert
1245-1300 Break
hrs. (IST)
Session - III
1300-1400 Prevention of Information and | Mr. Rakshit Tondon, Cyber
hrs. (IST) Communication Technology (ICT) | Expert
Crime against Women and Children.
26.05.2023
Day - 2
Session - |
1000-1100 Use of Dark Web and Cryptocurrency | Mr. Anuj Agarwal, Cyber
hrs. (IST) in Illegal Trade and Terror. Expert
1100-1115 Break
hrs. (IST)
Session - 11
1115-1215 Futuristic Information and | Mr. Deepak Mishra, Cyber
hrs. (IST) Communication Technology (ICT) | Expert
Crime and Internet of Things (IoT)
Hacks.
1215-1230 Break

hrs. (IST)




Session - 111

Mr. Milind Agarwal, Cyber

1230-1330 Panel Discussion with Experts
hrs. (IST) Expert
1330-1400 Valediction

hrs. (IST)
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REGISTRATION FORM

CICA Workshop on “Misuse of Internet”

25-26 May 2023 (online)

Member State:

Prefix (Mr./Mrs./Ms.):

First Name:

Last Name:

Title /Position (incl.
organization):

Educational
qualification:

Phone number:

E-mail:

O Speaker O Observer

Topic (only for
speakers)

Kindly type in your information and return this registration form

by 19 May 2023

to the following e-mail addresses: a.koshcheev@s-cica.org and
ddtrg@bprd.nic.in, principalcdtsgzb2012@gmail.com, usis6@mbha.gov.in,
usdisa@mea.gov.in.




